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ICT Policy – Summary of Policy and Key Points  

 
 
1. Purpose and Scope 

Electronic media is an essential part of our lives, but it presents significant challenges if not used 
responsibly.  This policy is designed to ensure that everybody who uses our ICT services does so legally, 
safely and in accordance with Woodard Academies Trust (WAT)’s values.  

This policy applies to all members of the WAT community including staff and volunteers, students, other 
workers and visitors.  It relies upon responsible behaviour and the implementation of security measures to 
ensure that unsuitable behaviour is identified, and suitable action taken. 

In addition to this statement of ICT Policy, ICT Acceptable Use Agreements are required to be signed by 
all staff and volunteers, other workers, students and parents/carers to confirm that they fully accept these 
procedures and will abide by them. 

Without these signed agreements, no access will be provided to the Academy ICT systems.  Failure to 
work in line with our procedures will result in ICT access being withdrawn, and potentially more serious 
action taken if illegal actions are identified. 

2. Responsibilities & Roles 

All individuals at every level within the Trust have specific roles and responsibilities regarding ICT.  These 
responsibilities are identified in detail at all levels from WAT Trustees down through Principals, the Senior 
Leadership Team, Teachers and Support Staff, Parents/Carers and specialist roles such as the E-Safety 
Officer and Child Protection Officer. 

3.  Legal Requirements 

This ICT Policy is fully backed up by a legal framework.  There are specific laws related to online 
behaviour which must be respected at all times.  Laws relating to copyright, libel, incitement to racial 
hatred, child protection, obscenity and indecency are also incorporated into the policy. 

4. Use of the Internet 

The potential for the internet to educate is enormous, however, this resource must be used within clearly 
defined parameters.  Once something is online, it can be copied and redistributed.  Therefore, assume 
everything written online is permanent and can be shared. 

Appropriate and inappropriate behaviour is clearly defined in the policy and must be clearly understood by 
all.  Failure to use the internet responsibly will result in actions and sanctions defined in the Policy.  

Viruses can expose the Trust to very considerable risks.  Users are expected to take all reasonable steps 
to avoid the introduction of any virus on Trust or Academy equipment, systems or networks.  These steps 
are defined in the Policy. 

5. Prevent Duty 

Schools have a vital role to play in protecting pupils from the risks of extremism and radicalisation. 
Keeping children safe from risks posed by terrorist exploitation of social media should be approached in 
the same way as safeguarding children from any other online abuse.  If you have a concern for the safety 
of a specific young person at risk of radicalisation, you should follow your school’s safeguarding 
procedures 

6.  Bring Your Own Device (BYOD) 

Educational opportunities are being expanded as a wide range of devices become available for teaching 
and learning, both within and beyond the classroom.  The Trust accepts that users bringing in their own 
devices provides a greater freedom for choice and usability.  However, e-safety considerations are 
required to ensure vulnerabilities are not introduced into existing secure environments. 

BYOD devices must comply with the same safety requirements as Academy equipment and will remain 
the responsibility of the user at all times. 
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7.  Digital and Video Images 

The ddevelopment of digital imaging has created significant benefits to learning.  However, staff, 
parents/carers and students must be aware of the risks in publishing digital images.  Essentially no digital 
images of students or staff can be taken or distributed without the written permission of the member of 
staff or in the case of students, their Parent or Carer.  Other users must also give their permission for 
images to be taken or distributed. 
 

8.  Data Protection 

All personal data must be recorded, processed, transferred and made available according to the Data 

Protection Act 2018.  Staff must ensure that personal data, especially on students, is stored securely and 

only transferred by encrypted means to known recipients. 

9.  Communications 

This is an area of rapidly developing technologies and uses, including mobile phones and a huge variety 

of other devices.  A table is included in the policy document which recommends how and when these 

devices can and cannot be used on the Academy sites. 

If particular Academies believe that alternative options are better suited to their Academy, then these 

options can be changed, subject to approval by the Executive/Principal.  Section 10 gives further 

guidance in this area. 

10.  Use of e-mail 

E-mail is an essential means of communication.  Guidelines are included on pages 9-10 of the policy to 
ensure communication is conducted appropriately and professionally.  Appropriate and inappropriate 
uses of e-mail are clearly identified. 

E-mails are regularly monitored to ensure no inappropriate use occurs.  Practical advice is given to 
ensure e-mail communication is clear and effective.    

11.  Personal Mobile Phones and Other Mobile Devices 

This section details further when and where personal mobile phones and other mobile devices may be 
used on Academy sites. 

Staff mobile phones may be used during any non-contact time, and in other appropriate circumstances 
which do not breach the Teachers Standards. 

Student mobile phones or other mobile devices which are brought into the academy must normally be 
turned off and kept out of sight during lessons or formal school time.  The only exception to this is during 
approved and directed curriculum-based activities with specific consent from a member of staff. Student 
use of mobile phones and personal mobile devices must be in accordance with local academy policy. 

Mobile phones and personally-owned mobile devices must only be used in line with local policy and 
procedure. 

Appropriate/inappropriate use of mobile phones/devices is detailed on page 16 of the policy, with 
sanctions identified.  

12.  Social Media 

Social networking sites are popular for sharing information, photographs and video clips. These include 

Facebook, Twitter, YouTube, and Instagram.  Whilst the use of such networking has many benefits, there 

can be significant problems concerning privacy and appropriate usage.  Local protocols for the use of 

social media must be followed. 

The Trust has a duty of care to provide a safe learning environment for students and staff. Comments 

made by social media are subject to the same legal rules as any other written comments.  Staff members 

who harass, cyberbully, discriminate on the grounds of sex, race or disability or who defame a third party 

may render the Trust liable to the injured party.  

WAT employees/volunteers or workers must not communicate with any current students of the Trust on 
social networking sites such as Facebook.  There must be absolutely no private online contact between 
staff and any young people with whom they have a work-related relationship.  Further examples of 
inappropriate usage of social networking are included in the Policy. 
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13.  Use of PC’s Laptops and Related Equipment 

Computer facilities provided by the Trust must only be used for carrying out duties for which access was 
granted.  A log-on ID (user name) and password are required for access to the Trust’s ICT facilities.  Log-
ons and passwords must not be shared and must be kept secure. 

Responsible practice must be followed at all times in using the Academy ICT equipment.  Appropriate and 
inappropriate use of ICT equipment is detailed in the policy. All software installed on Academy systems 
must be properly licensed.  Academies/the Trust must have a licence for each installation of media 
content. 

14.  Responding to Incidents of Misuse 

Guidance is given for staff to manage incidents involving the use of online services.  This encourages a 
safe and secure approach to the management of incidents. 

Clear guidance is given on action required to be taken in response to a specific range of incidents, 
varying from minor to extremely serious.  Actions and sanctions are defined for both Staff and Students. 

15.  Monitoring 

The Trust will carry out monitoring of ICT in line with the Data Protection Act 2018 and the Human Rights 
Act.  The Trust/Academy may exercise its right to monitor the use of the Academy’s devices and systems. 

16.  Further Guidance 

Any issues about the application of this policy should be raised by Staff or Parents/Carers with the HR 
representative at the Academy in the first instance.  Students should raise issues with their Teacher.  

17.  Compliance with the Policy 

All users are required to sign a copy of the relevant Academy’s Acceptable Use Agreement and to 
recognise that: 

 Violations of this policy could result in a temporary or permanent ban on ICT use.  

 Disciplinary action may be taken in the event of breaches of this policy. 

 Where applicable, police or local authorities may be involved. 

18.  Related Policies 

Woodard Academy Trust’s Disciplinary Policy and Code of Conduct for Staff reinforces the provisions of 
this policy.  There are a range of Data Protection policies and Privacy Statements published on the staff 
portal which relate to the issues covered in this summary. Breaches of conduct are likely to be deemed 
misconduct and can lead to disciplinary action or dismissal where the misconduct is repeated.  
Additionally, further information is contained within the Woodard Academies Trust’s Child Protection and 
Safeguarding Policy which all staff must read. 

  
19.  Review 

This policy will be subject to regular review in the light of monitoring outcomes, changes in legislation, 
changes to ICT practice or other action under the policy.   

 

APPENDICES – Including ICT Acceptable Use Agreements: 

 Appendices to the Policy include the various ICT Acceptable Use Agreements which are required to 
be signed by Staff, Community Users, Parents/Carers and Students before they are granted access 
to the ICT systems. 

 Staff and Worker Agreements must be signed as part of the contract offer of employment. 

 Volunteers should sign the Staff Agreement before the point they start volunteering at the Academy. 

 Parent/Carers and Student Agreements must be signed as part of the procedure prior to students 
joining the Academy. 

 Other additional information is provided in the appendices to give detailed background information 
and advice relating to the Policy. 


